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Cyber Basics



Australian Cyber Collaboration Centre (ACSC)
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https://www.cyber.gov.au/



Some history – it’s getting easier
well not really

• ASD TOP 35

• ASD Essential 8

• ASD Top 4

• Now its just 3 ☺
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There are different levels of maturity
You are on a journey
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The math of passwords
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Use a password safe



Travel

Clean Machines (or hardened)
• Burner Device
• Set it up to call home though.

Beware of WiFi
• Public WiFi.
• Paid / Hotel WiFi not much better.
• Man in the middle or evil twins exist.

Use a VPN
• Can make it connect to home router

Power
• Be self sufficient
• Beware of public chargers

Beware of any unknown USB drive or 
other media
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https://www.cyber.gov.au/acsc/view-all-content/publications/travelling-overseas-electronic-devices



Its much more than just technology

• Training and Awareness
Seniors | eSafety Commissioner

https://www.esafety.gov.au/seniors

• Policies and Processes
Akin to a Bushfire plan

• Governance
Who makes decisions 

who checks them
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https://www.esafety.gov.au/seniors


So much we didn’t discuss

• Online Hacking Hardware shops

• Dark Web
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5%

90%

5%



And now its time for something 
completely different

Space Cyber
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Satellites first proposed in 1945

Arthur C Clarks initial drawings
Arthur C Clark floated the idea of global communications 
satellites in a 1945 letter to the publication Wireless World.
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Most Recent Space Cyber Incidents 
Ukraine / Viasat

What is the Policy on this, 
was this an attack on NATO 
Critical Infrastructure

Attacked the user terminal, 
but how did they get access 
to the system ? via ground 
station, insider, other ?

Are the Russians justified in 
attacking civilian comms as it 
is aiding their enemy ?

Are the Russians justified in 
attacking civilian comms as it 
is aiding their enemy ?

Note a different orbit / layer 
comes to save the day
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Most Recent Space Cyber Incidents 
EO

Are the Russians justified in attacking civilian geospatial 
imagery services as it is aiding their enemy ? Can they 
physically attack the satellite – what about a cyber attack ?
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Most Recent Space Cyber Incidents 
Radar
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Amateur Radio experts pickup Russian/Ukrainian radars 
being replayed to earth via Russian Satellites. 
SIGINT is in the hands of amateurs (as it has done before and 
will again).



Most Recent Space Cyber Incidents 
Social Media
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Intel gathered from Facebook tipped off Russia that a group 
of foreign mercenaries had assembled at this training base 
at the time of the bombing.



Most Recent Space Cyber Incidents 
Anom
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Would you be more scared of ANOM or Russia ? 
Short term or long term ?



Social Media and Mercenaries
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As a result of the strike, up to 180 foreign 
mercenaries and a large amount of foreign 
weapons were destroyed," he said.

Is recruiting freedom fighters via FB ok ?



PsyOps and Cyber
• Using cyber is now the modern leaflet drop
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Questions


